NHOOPMALMOHHASA ITAMATKA
JJIAA OBYYAIOIIIUXCA U1 PASMEIIEHUA
HA O©OUIINAJIBHBIX HHTEPHET-PECYPCAX

C KaXXIbIM I'OI0M MOJIOACKHU B I/IHTepHeTe CTAHOBUTHCA 60J'II)HIC, a MIKOJIBHUKHW OAHU U3 CaMbIX aKTUBHBIX
nonp3oBareneii Pynera. Mexay Tem, MOMHUMO OTPOMHOTO KOJTMYE€CTBAa BOBMOXKHOCTEH, MHTEPHET HECET U
mpoOemMbl. DTa MmaMsTKa J0/HKHA TTIOMOYb TeOe 6€30macHO HaXOAUThCS B CETH.

KomnbroTepHbie BUPYCHI

KoMrmibtoTepHbIil BUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX IPOrpaMM, OTIIMYUTEIbHON 0COOEHHOCThIO
KOTOPOH SIBIISIETCS CIIOCOOHOCTh K pa3MHOXKEHUI0. B TononHeHne Kk 3ToMy, BUPYChl MOTYT MOBPEIUTH WIIN
MOJTHOCTBIO YHUUTOKHUTH BCe (PaiiiIbl M JaHHbIE, TOAKOHTPOJIBHBIE MOJIB30BATEI0, OT HIMEHU KOTOPOTO ObLIa
3aIlyllleHa 3apakeHHas IporpaMma, a TakyKe MOBPEANUTh WM JaKe YHUUTOXKHUTH ONIEPALINOHHYIO CUCTEMY CO
BceMH (aiinaMu B 11esIoM. B GoNBIIMHCTBE ClIydaeB pacpOCTPaHSIOTCS BUPYCHI Uepe3 HHTEPHET.

MeTOHbl 3alUTHI OT BPECJIOHOCHBIX ITporpamMmm:

1. Ucnonb3yil COBpEMEHHBIE OIIEPAIIMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBIN YPOBEHD 3AIUTHI OT
BPEIOHOCHBIX IIPOIPaMM;

2. [locTosiHHO ycTaHaBnuBai mayTH (HU(POBbBIE 3aIUIATKU, KOTOPbIE aBTOMATUYECKH YCTAHABIUBAIOTCS C
LEJIBI0 TOPAOOTKH IPOTPaMMBI) U APYTHe OOHOBIICHHS CBOCH oreparimoHHON cucteMbl. CKadyuBail UX TOJIBKO
¢ ounmanpHOro caiita paspaborunka OC. Ecnu cymiecTByeT pekuM aBTOMAaTHYeCKOro OOHOBIICHUS, BKITIOUU
ero;

3. Paboraii Ha cBoeM KOMIBIOTEPE MO/ IPaBaMU ITOIb30BATEN, a HE aIMUHHCTPATOPa. ITO HE TO3BOJIHT
OOJBIIMHCTBY BPEIOHOCHBIX IPOTPaMM HHCTAJUINPOBATHCS Ha TBOEM IIEPCOHATBHOM KOMITBIOTEPE;

4. Vicrionb3y#t aHTUBUPYCHBIE TPOrPAMMHBIC TPOIYKTHI U3BECTHBIX MTPOM3BOAUTENCH, C aBTOMATHYECKUM
00HOBIIEHHEM 0a3;

5. Orpannyp (pu3nyecKuii TOCTYN K KOMIIBIOTEPY Il TOCTOPOHHUX JIULL;

6. Mcrionp3yii BHEIIHNE HOCUTETN HH(POPMAIINH, TaKKue Kak (IeIIKa, TUCK Win (ailsl 13 HHTEPHETAa, TOIBKO U3
IIPOBEPEHHBIX UICTOYHHUKOB;

7. He oTkpbIBaii KOMIIbIOTEpHBIE (haliIbl, OIYYEHHbIE U3 HEHAIEKHBIX UCTOUHUKOB. Jlaxe Te (aiibl,
KOTOpBIE MPHUCIIA TBOW 3HAKOMBIH. Jlydllle yTOuHU y HETo, OTIpaBIIsi U OH TeOe UX.

Cetu WI-FI

Wi-Fi - 370 He BUJ niepeiauu JaHHbIX, HE TEXHOJIOTHs, a BCEero JUlIb Opena, mapka. Emie B 1991 roxy
HUJEpIaH/cKas KoMiaHus 3apeructpuponaia opens "WECA", uro o6o3naqano cnoBocoueranue "Wireless
Fidelity", koTopblii mepeBoauTCs Kak "0ecrnpoBOAHAs TOYHOCTD' .

Jlo Hamero BpeMeHH JIo1uIa Apyrast abOpeBuarypa, KOTopas sSBISIETCS TaKOH ke TeXHOJOTHEeH. ITo
ab6pesuarypa "Wi-Fi". Takoe Ha3BaHMe OBLIO JaHO C HAMEKOM Ha CTaHIAapT BBICIICH 3ByKOBOM TexHUKH Hi-
Fi, uto B mepeBoze 03Ha4aeT "BbICOKAsi TOUHOCTH".

Jla, GecruiaTHbII MHTEPHET-OCTYI B Kade, OTeNsIX U a3pornopTax sABIseTCs OTIMYHON BO3MOXKHOCTBIO BBIXOJA
B MHTEpHET. HOo MHOTHE 3KCTIepTHI CUMTAIOT, UTO oOmienoctymnabie Wi-Fi ceTu He sSBIstoTCS 6€301aCHBIMH.

Cogertbl 110 0e30n1aCHOCTH PpadoThI B 001Ie10CTYNIHbIX ceTsax Wi-fi:

1. He nepenagaii cBoto uuHyr0 HHPopMarwio uepe3 obmienoctymnasie Wi-Fi cetu. Paboras B HuX,
KeJIaTeIbHO He BBOJMTH MAPOIH IOCTYIIA, JIOTUHBI M KAKHE-TO HOMEpa;

2. Wcnionb3yii 1 0OHOBJISIM aHTUBUPYCHBIE IPOTrPaMMBI U OpaHamayep. TeM cambIM Thl 06e30nacuilb cedst OT
3aKauyKy BUPYCa Ha TBOE YCTPOMCTBO;



3. IIpu ucnons3oBanuu Wi-Fi otxroun dpyakuuro "OOuwmit noctyn k daitiam u npunatepam". JlanHas
(GYHKIHSI 3aKphITa IO YMOTYAHUIO, OJHAKO HEKOTOPBIE TIOIH30BATEIH aKTUBHPYIOT €€ IS yoOCcTBa
HCITIOJIb30BaHUs B paboTe min ydeoe;

4. He ucnons3yii nyonuunsiid WI-FI 1 nepenaun AMUHBIX JaHHBIX, HAIIPUMED ISl BBIXOJIA B COLUAIbHbIE
CETU WIH B DJIEKTPOHHYIO I10YTY;

5. Ucnonw3yii Tonpko 3amuiiennoe coequaenne yepe3 HTTPS, a ue HTTP, T.e. mpu Habope BeG-ampeca
BBOZM UMeHHO "https://";

6. B MmobunsHOM Tenedone orkmoun pyakuio "Iloakmodeane k Wi-Fi aBromarnuecku”. He nomyckait
aBTOMAaTUYECKOTO MOJKIIOUEHUs ycTpoiicTBa k ceTsim Wi-Fi 6e3 TBoero cornacusi.

CoumnajbHble ceTH

CornmanbHble CeTH aKTUBHO BXOZST B HAaIlly KU3Hb, MHOTHE JIIOAU PabOTaIOT U KUBYT TaM MOCTOSHHO, a B
Facebook yxe 3apeructpupoBan MUJUTAAP]T YETIOBEK, UTO SBIISIETCS OJHON CEIbMOMN BCEX KHUTEIEH IIIaHEeTHI.
MHorue nonb30BaTeId He TOHUMAIOT, 4TO MH(OpMaILIKs, pa3MelleHHass MU B COITMAIBHBIX CETSIX, MOXKET
6I>ITI) HaﬁneHa " UCIIOJIb30BaHAa KEM YIOJJHO, B TOM YUCJIC HC 00s13aTeNILHO C OJIaruMu HaMCPCHUSAMU.

OcHoOBHBbIE COBeTHI 110 0€30MIACHOCTH B COLUAJIBLHBIX CeTAX:
1. Orpannub criucok Apy3ei. Y T1eds B Apy3bsiX HE JOHKHO ObITh CIydaliHBIX M HE3HAKOMBIX JIIOZIEH;

2. 3ammiail CBOIO YacTHYIO JKM3Hb. He ykaspiBail maponu, TenedoHsl, axpeca, 1aTy TBOETO POXKICHUS U
APYTYIO JUYHYIO0 HHPOPMALUIO. 3JI0YMBIIIIEHHUKN MOT'YT MCIIOJIb30BaTh J1ake MH(MOPMAIUIO O TOM, KaK Thl U
TBOU POAUTENN INIAHUPYETE MIPOBECTU KAaHUKYIIBI;

3. 3amuiiaii CBOIO peryTalHmIo - IEP’KHU €€ B UUCTOTE U 33/1aBail ce0e BOMPOC: XOTel ObI Thl, YTOOBI APYTHE
MOJTB30BATEIN BUIEIH, YTO ThI 3arpyxaems? [logymaii, mpexie 4eM 4To-TO OMyOJIMKOBaTh, HAMCATh U
3arpy3Hrhb;

4. Ecnu Tl TOBOPHIIIB C JIFOJBMHU, KOTOPBIX HE 3HACIIb, HE UCTIONB3YH CBOE peallbHOE UMS U JPYTYIO JIUYHYIO
nHGOPMAIUU: UM, MECTO JKUTEIbCTBA, MECTO yueOBbl U MpoUee;

5. N36eraii pazmenienus potorpaduii B UHTEepHETE, T/I€ THI M1300pa)KEH HA MECTHOCTH, TI0O KOTOPOM MOKHO
ONPEJEIUTh TBOE MECTOIOIOKEHHE;

6. [Tpu peructpanuu B COIMAIBLHON ceTH HEOOXOAMMO UCTIONB30BATh CIIOKHBIE TTAPOITH, COCTOSIINE 13 OYKB 1
uudp U ¢ KOJMYECTBOM 3HAKOB HE MeHee §;

7. Jlnis colMaabHOU CeTH, MOUTHI U APYTUX CATOB HEOOXOAMMO HCIIONIb30BaTh pa3Hble naponu. Torna ecinu
TeOs1 B3JIOMAIOT, TO 3JI0YMBILIUIEHHUKH MTOJyYaT JOCTYH TOJBKO K OJJHOMY MECTY, a HE BO BCE Cpa3y.

JJIeKTPOHHbBIE JeHbI U

9J'IeKTpOHHBIe JCHBI'K - 3TO OYCHb y,Z[O6HBII71 CI1oco0 HHaTe)Keﬁ, OJHAKO CyHIECTBYIOT MOIICHHUKHU, KOTOPBIC
XOTAT MOJTYYUTb 3T JCHBI'U.

3J'I€KTpOHHBIe JCHBI'U MOABUIIMCH COBCEM HEAABHO U UMCHHO M3-3a 3TOI0 BO MHOT'HMX IOCyJAapCTBax 10 CUX
IMOp HC MPOIUCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHM (QYHKIIHOHHPYIOT U O HUX YK€ TPOMUCAHO B 3aKOHE, IJIE UX Pa3IessioT Ha HECKOJIBKO BH/IOB
- AHOHMMHBIC U HC aHOHUMHBIC. Pa3HI/IIIa B TOM, YTO aHOHUMHBIC - 3TO TC, B KOTOpI)IX pa3peH1aeTc;1 HpOBO,Z[I/ITI)
orepanuu 6e3 uaeHTH(PHUKAIINHT TT0JIb30BaTes, & B HEAHOHUMHBIX HICHTH(DUKAIHS [TOJIB30BATEIS SBISIETCS
00s13aTeNBHOMN.

Taxoke cienyer pa3nuyarh JEKTPOHHbIE (PUATHBIE IEHbIH (PABHBI TOCY/IaPCTBEHHBIM BAIIOTAM) U
ANEKTPOHHbIE He(hUaTHbIE ACHBI'H (HE PaBHBI TOCYAAPCTBEHHBIM BaIIOTaM).



OcHoOBHbBIE COBETHI 10 0€30NMACHOH padoTe € 3JIeKTPOHHBIMU JIeHbIaAMU:

1. [IpuBsiku K cueTy MOOMIIbHBIN TenedoH. DTO caMblil YIOOHBII U OBICTPBIN CIOCOO BOCCTAHOBUTH AOCTYII K
cuety. [IpuBs3anHbIil TenedoH MOMOXKET, ecliu 3a0yAeIlb CBOU IIIATeKHBINA Mapoib U 3aiIelb Ha CAlT ¢
HE3HAKOMOTI'0 YCTPOMCTBA;

2. Vcnonw3yit ogHOpaszoBbie apoiu. [locie nmepexona Ha yCHIICHHYIO aBTOpH3alnio Te0e yke He OyaeT
YIpOXKaTh ONACHOCTh KPaXKu WM MepexBara IiaTeXHOoro mapoJis;

3. BeiGepu closkHblii mapoins. [IpecTynHukam GyaeT He IPOCTO yraaaTh CI0XKHbIN napons. HamexkHble naponu
— 3TO NAPOJIU, KOTOPHIE COIEPKAT HEe MEHEE 8 3HAKOB M BKJIIOYAIOT B ce0sl CTPOUYHBIE M IPOIMCHBIE OYKBBI,
1uQpbl ¥ HECKOILKO CHMBOJIOB, TaKHe KaK 3HaK J0julapa, GyHTa, BOCKIMIATEIbHbIN 3HaK U T.11. Hampumep,
$tROng!;;

4. He BBOIM CBOM JINYHBIE TAHHBIEC HA CaliTax, KOTOPBIM HE JIOBEPSICIIb.
DJIeKTPOHHAS MOYTA

DNeKTpOoHHAs 10YTa — 3TO TEXHOJIOTUS U PEAOCTABIISIEMBIE €10 YCIIYTH IO MEPECHIIKE U MOIYYEHUIO
AIIEKTPOHHBIX COOOIIECHUHN, KOTOPBIE PACTIPENETSIOTCS B KOMIBIOTEPHON ceTH. OOBIYHO AJIEKTPOHHBII
MTOYTOBBIN SIIUK BBIVISIAUT CIAEAYIOMUM 00pa3oM: UMs_TIOJIb30BaTeISI(@UMS_ToMeHa. Takke KpoMme Tmepeadn
MIPOCTOTO TEKCTAa, UIMEETCS BOZMOXKHOCTh MepeIaBaTh (ailiibl.

OcHoOBHbBIE COBETHI M0 0€30MACHOI padoTe ¢ JIEKTPOHHOM MMOYTO¥:

1. Hayto BbIOpaTh MpaBUIIbHBIN MOYTOBBIN cepBUC. B HHTEpHETE €CTh OTPOMHBIN BBIOOP OECIIIaTHBIX
MIOYTOBBIX CEPBUCOB, OJTHAKO JyYIlle JOBEPATh TEM, KOTO 3HAEIIb U KTO MEPBbIM B pEHTHHTE;

2. He yka3pIBaii B JINYHOM 1ouTe JIMYHYI0 HHPOopManuio. Hanpumep, sydrie BoIOpaTh
«MY3BIKaTBHBIN _(haHaT@» i «pok2013» BMecTo «Temal3»;

3. Mcnomnb3yii IBYXATAITHYIO aBTOPH3AIMIO. DTO KOT/a IOMUMO MapoJIsi HY)KHO BBOJUTH KOJI, IPUCHUIAEMBIH
o SMS;

4. Bo1Oepu CIIOKHBIN Mapodib. st KaK0ro MOYTOBOTO SIIIUKA JOJKEH ObITh CBOW HA/ICKHBIN, YCTOMUMBEIN K
B3JIOMY NapOJib;

5. Ecitm ecTh BO3MOKHOCTh HallUCaTh caMOMYy CBOM JIMYHBIN BOIIPOC, HCHOJ’IBSYﬁ OTY BO3MOXHOCTb,

6. Micniomnb3yii HECKOJIBKO MOYTOBBIX SIIUKOB. [1epBblii /U1 YaCTHOM MEPENUCKHU ¢ aJpecaTaMu, KOTOPbIM Thl
J0Bepsielb. DTO EKTPOHHBIH ajpec He HaJ0 MCIOIb30BaTh IPU PETUCTPALIUK HA GOpyMax U calTax;

7. He oTkpbIBail (aiiisl U Ipyrue BIOXKEHUS B MUCbMAX, Ja)Xe €CIM OHU NPUIILTH OT TBOMX Jpy3ei. Jlydme
YTOUHH Yy HUX, OTIIPABIISUIN JIU OHU TeOe 3TH (ailibl;

8. ITocne okoHUAHUsT PabOTHI HAa MOYTOBOM CEPBUCE TIEPE]] 3aKPBITHEM BKIIAJKH C CAUTOM HE 3a0yIb HAXKATh
Ha «BeiTiny.

Ku0epOyuinHr niiu BUPTyaJbHOE H31eBaTebCTBO

KuGepOyniauHr — npecienoBanue COOOIIEHUIMH, COASPKAIMUMU OCKOPOIeHHS, arpeCCHIo, 3allyTUBAHUE;
XYJUTaHCTBO; COLIMAIbHOE OOMKOTHPOBAHKE C MOMOIIBIO PA3JIMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 10 Hopble ¢ KNOepOYITUHIOM:

1. He 6pocaiics B 60ii. JIydmuii crioco0: mocoBETOBATHCS KaK ce0st BECTH U, €CIIA HET TOTO, K KOMY MOXHO
00paTHTHCS, TO BHAUAJIEC YCIIOKOUTHCS. ECiH ThI HAYHEIh OTBEYATh OCKOPOJICHUSAMHU HAa OCKOPOJICHHSI, TO
TOJIBKO e11ie 0OJIbIe Pa30X¥OKEIIb KOH(IHKT;

2. Yopasnsii cBoeil kubeppemnyTaiuei;

3. AHOHUMHOCTb B CETH MHUMAS. CYH_ICCTBYIOT CIIOCOOBI BBIICHHUTDB, KTO CTOUT 3 AHOHUMHBIM dKKaYHTOM;



4. He cTouT BeCcTH XyJIUTaHCKHKM 00pa3 BUPTYaIbHOU ku3HU. IHTEpHET PUKCHUPYET BCE TBOU ACHCTBUS U
COXpaHseT MX. YIUIUTh UX OyJIeT KpaiiHe 3aTPyJHUTEILHO;

5. CoGiroziaii CBOO BUPTYAIbHYIO YE€CTh CMOJIOAY;

6. Urnopupyii ennHUUHBIA HeratuB. OIHOPa30BbIe OCKOPOUTENbHBIE COOOIIEHUS JIyUIlle UTHOPUPOBATH.
OOBIYHO arpeccus MPEeKpaIaeTcs Ha HaYaJIbHOW CTauu;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMU, B COITUATIBHBIX CETSAX €CTh
BO3MOXKHOCTH OJIOKHPOBKH OTIPABKU COOOIIEHUH ¢ OMPEeIEHHBIX aJPECOB;

8. Eciu ThI CBHACTCIIb KI/I6Cp6yJ'IJII/IHF a. Teou HeﬁCTBHHI BBICTYIIUTH HNPOTUB NPCCICAOBATECIIA, [IOKA3ATh EMY,
YTO €ro )ICf/iCTBI/IfI OLCHUBAKOTCA HETaTUBHO, MMOAJACPKATE KCPTBY, KOTOpOfI HYXHa ICUXOJOTUYCCKasA MMOMOIIb,
COO6I_I_II/ITB B3pPOCJIBIM O (I)aKTC arp€CCUBHOIO IMMOBCACHUS B CCTH.

MoOuabHbIi TeedoH

CoBpemeHHbIe cMapTQOHBI U MJIAHILIETHI COIEPKaT B ce0e BIOTHE B3POCIbI (DYHKIIMOHAT, U TENEPh OHU
MOTYT KOHKYPHUPOBATh CO CTAllMOHAPHBIMH KOMITbIoTepaMu. OHAKO, CPEICTB 3AUTHI JTsl TOJOOHBIX
YCTPOMCTB IOKa OYEHb MAJIO. TECTUPOBAHUE U NTOUCK YA3BUMOCTEN B HUX IPOUCXOAUT HE TaK UHTEHCUBHO,
kak s [1K, 1o ke camoe kacaeTcss 1 MOOMIIBHBIX MPUITOKEHUH.

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPAaKTHUECKU JOTHAIM HACTOJILHBIC aHAJIOTH, OJJHAKO pacIIupeHue
(byHKIMOHANA BIeYET 3a COOO0M OOJIBIIYIO CI0KHOCTh U MEHBIIYIO 3aLIUILEHHOCTb.

Jlaneko He Bce MPOU3BOANUTEINN BBIITYCKAIOT OOHOBJICHUS, 3aKPbIBAIOIINE KPUTHUECKHE YSI3BUMOCTH JJIsl CBOUX
YCTPOWCTB.

OcHoOBHBIE COBeTHI I 0€30MaCHOCTH MOOMJILHOTO TesnedoHa:

1.Huuero He siBRsieTCs mo-HacTOsIeMy OecIuiaTHBIM. Byas 0cTOpokeH, Beh Korjia Te0e mpeiiararot
OecIIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKUE-TO IJIATHBIE YCITYTH;

2. Jlymait, mpexae uem otnpaBuTh SMS, poto uinu Buzmeo. Thl TOUHO 3HACIIIH, TAE OHU OYIyT B KOHEUHOM
urore?

3.Heo6xomumo 0OHOBIIATH ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(oHa;
4.Vcnionb3yil aHTUBUPYCHBIE ITPOrPaMMBbI JUIsi MOOMJIBHBIX TEJIE(OHOB;

5.He 3arpysxaii mpuIIOKeHUsT OT HEM3BECTHOTO UCTOYHHKA, BEIb OHU MOTYT COJIEP)KATh BPEIOHOCHOE
POTPaMMHOE 00eCIICUCHHE;

6.ITocne Toro kKak Thl BBIWACIIH C CaiiTa, T/1€ BBOIWII JINYHYIO HH(OpMAIIHIO, 3aliI B HACTPOWKH Opay3epa u
yaanu cookies;

7.1lepuonuuecku NpoBepsiid, KaKUe TUIATHBIE YCIYTU aKTUBUPOBAHBI HA TBOEM HOMEPE;

8.JlaBaii cBoit HOMEp MOOUILHOTO Tese(OHA TONBKO JIFOASM, KOTOPBIX ThI 3HACIIH U KOMY JIOBEpSEIIb;
9.Bluetooth momkeH ObITH BBIKITIOUEH, KOTJa Tl UM HE TOJIb3yelbesi. He 3a0bIBail MHOTAA IPOBEPSTH ITO.
Online urpsi

CoBpeMeHHbIe OHJIAIH-UTPBI - 3TO KPACOUHBIE, 3aXBaThIBAIOIINE Pa3BICUECHUS, 00bEIUHSIIOIINE COTHU ThICSY
4esoBeK 1o BceMy Mupy. Urpoku ucciieayror JaHHbIA UM MUp, O0ILAI0TCS APYT € APYTOM, BBIITOJIHSIOT
3aJJaHusl, CPAXKAOTCSI C MOHCTPAMU U MOJIY4atOT ONBIT. 33 yAOBOJIBCTBUE OHHU ILIATAT: IOKYHAIOT JAUCK,
OIJIAYUBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OIIUH.

Bce a1 cpezncTBa HAyT Ha MOJ/IEpPKaHUE U PA3BUTUE UIPHI, @ TAKXKE HA caMy 0€30MaCHOCTb:
COBEPILICHCTBYIOTCSI CUCTEMbI aBTOPU3ALIMH, BBIITYCKAIOTCS HOBBIE MaTuy (LU(POBBIE 3aIUIATKH JUIs
IIPOrpaMM), 3aKpbIBAIOTCS YI3BUMOCTH CEPBEPOB.



B nog06HbIX Urpax cTOUT onacaTrbcs HE CTOIBKO CBOMX CONEPHUKOB, CKOJIBKO KPasku TBOET'O MapoJis, Ha
KOTOPOM OCHOBaHa CHCTeMa aBTOPU3ALMHU OOJIBIINHCTBA UTP.

OcHOBHBIE COBETHI 10 0€30IIACHOCTH TBOET0 HI'POBOI0 aKKayHTa:

1. Ecnn ipyroii Urpok BeeT ceOs MI0X0 WM CO3aeT Tebe HeNPHUATHOCTH, 3a0J0KUPYH €ro B CIIUCKE
UTPOKOB,;

2. HO)KaJ'ny/'ICSI AAMUHUCTpATOpPaM UTPLI HA IIJI0OXOC MOBEACHHUE 3TOI0 UI'POKaA, KEJIATCIIbHO MMPUIIOKUTh KaKUC-
TO A0Ka3aTejibCTBA B BUAC CKPUHOB,

3. He ykasbiBaii TnuHyt0 HH(OpMaILMIO B Ipodaiise urpsr,
4. VYBaxkall Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycTanaBnuBaii HeopUIMAIbHbIE TATYU U MOJIBL;

6. Mcnonib3yil CIOXKHBIE U pa3HbIe Mapoiu;

7. Jlaxke BO BpeMsl UTPBI HE CTOUT OTKJIFOYATh aHTUBUPYC. [1oKa ThI UTpaelb, TBOW KOMIBIOTEP MOTYT
3apa3uTh.

@OUIIUHT WIN Kpaka JUIHbIX JAHHBIX

OOBIUHOM KpaXkell TeHeT B JJOKYMEHTOB CETOIHs YK€ HUKOTO He YAMBHIIb, HO C Pa3BUTHEM HUHTEPHET-
TEXHOJIOTMH 37I0yMBIIIUIEHHUKH NTEPEMECTIIINCh B MHTEPHET, U POJOJIKAIOT 3aHUMAThCs "ITIOOMMBIM" 1€J10M.

Tax mmossBMITach HOBAS yrpo3sa: MHTCPpHET-MOIICHHUYCCTBA NI (1)I/II]_II/IHI‘, TiI1aBHas OCJIb KOTOPOTo COCTOMUT B
MOJTYYEHUU KOH(PHUIECHIIMAIBHBIX JaHHBIX MOJIb30BaTese - TOTMHOB U naposieil. Ha aHrniickoM si3bike
phishing yuTaercs xak ¢pummHr (ot fishing - peiOHas 1081, password - maposs).

OcHoBHbIE COBETHI 10 00pbHOE ¢ PUIIMHIOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciu Thl Hof03peBaeliib, 4YTo TBOsI aHKETa Oblila B3JIOMaHa, TO HEOOXOAUMO
3a0JIOKUPOBATH €€ U COOOIIUTH AMHHHUCTPATOPaM pecypca 00 3TOM Kak MOKHO CKOPEe;

2. Ucnonw3yii 6e3onacHbie BeO-CalThI, B TOM YHCIIE, HHTEPHET-Mara3uHoOB U MOMCKOBBIX CUCTEM;

3. I/ICHOHLB}/ﬁ CJIOKHBIC U PA3HBIC ITAPOJIN. Taxkum o6pa30M, €ClIi TeOs B3JIOMArOT, TO 3JIOYMBIIIIJICHHUKH
mojrydat JOCTYII TOJILKO K OIHOMY TBOEMY HpO(bI/IJ'IIO B C€TH, 4 HC KO BCEM,

4. Ecnu TeOs B3710Mali, TO HEOOXOAMMO TIPEAYIIPEANTh BCEX CBOUX 3HAKOMBIX, KOTOPBIE T00ABICHBI Y TEOS B
JPYy3bsIX, O TOM, 4TO TeOsl B3IIOMAU M, BO3MOXKHO, OT TBOETO MMEHHU OYAET PacchuIaThCsl CIIaM M CCHUIKH Ha
(UIIMHTOBBIE CANTBHI;

5. YcranoBu HaznexHsbii naposb (PIN) Ha MoOunbHBIN TenedoH;
6. OTKIIIOUN COXpaHEHUE maposs B Opaysepe;

7. He oTkpbIBaii (aifiibl U Ipyrue BIOKEHUS B TUCbMAX, Ja)Xe €CIM OHU MPUIILTH OT TBOMX Jpy3ei. Jlyume
YTOUHH Yy HUX, OTIIPABIISUIN JIU OHU TeOe 3TH (paiiibl.

Mudposas penyranus

[{udposast permyTanus - 5TO HeTaTUBHAS WM MIO3UTHBHAS HHpOpMaIus B ceTu o Tebe. Kommpomerupyrormas
uH(pOopMaIus, pa3MeIIeHHAs: B MHTEPHETE, MOXKET CePhe3HBIM 00pa3oM OTPa3UThCS Ha TBOCH pearbHOU
xu3HU. "[{udposas pemyranus" - 3T0 TBOM UMUK, KOTOPBINA (hopMupyeTcst u3 nuHpopmaiuu o Tede B
HHTEPHETE.

TBOE MecTO KUTEIBCTBA, yueObl, TBOC (PUHAHCOBOE MOJOKEHNE, 0COOCHHOCTH XapaKTepa U paccKasbl O
OJIM3KUX - BCE ITO HAKATUIMBAETCS B CETH.



MHorue noapoCTKH JIETKOMBICIEHHO OTHOCSTCS K MyOInKanuu JndHoi nundopmanuu B aTepuere, He
MOHUMAs BOBMOXHBIX OCIENCTBUH. ThI Jaske HE CMOXKEIIb JOTalaTbCs O TOM, 4To (oTorpadus,
pa3MelieHHas 5 JIeT Ha3a/l, cTajla MPUYMHOM 0TKa3a NPUHATH TeOs Ha padoTy.

KomMmeHnTapuu, pazmerienue TBoux ¢ororpaduii u qpyrue AeMcTBUsI MOT'YT HE UCUE3HYTh JJaXKe MOCIIE TOro,
KaK Thl UX yJlaJIHIIb. Thl HE 3HACIIb, KTO COXPAaHWII 3Ty UH(OPMAIIHIO, TIOTIANA JIU OHA B IIOUCKOBBIE CUCTEMBI
Y COXPAHMJIACH JIX OHA, a INIABHOE: YTO IMOAYMAIOT O Te0Ee OKPYKaIOLIKeE JHOIU, KOTOPbIE HAWAYT U YBUJIAT 3TO.
Haiitu undopmaruo MHOTO JeT CIYCTsI CMOXKET JII000M - Kak U3 JOOPbIX MOOYKIACHUH, TaK U C HAMEPEHUEM
MPUYUHUTH BPE. DTO MOXKET OBITh KTO YTOJIHO.

OcHoOBHbBIE COBETHI 10 3aIUTe HU(PPOBOI penyTalum:
1. [Toxymaii, mpex e 9eM 4TO-TO MyOIMKOBATh U TIepeaBarh y ce0s B O10Te WM B COITUAIBHOMN CCTH;

2. B HacTpolikax npo¢uis yCTaHOBU OTpaHUUYEHUS Ha IPOCMOTP TBOETO MPOUIIS U €r0 COAEPKUMOTO,
c/ienail ero TOIbKO "JUIst Ipy3en';

3. He pa3menaii u He yka3biBail HH(OpMAIIHIO, KOTOPAs MOXKET KOro-TM00 OCKOPOIATh MM OOMKaTh.
ABTOpCKOE IPaBo

CoBpeMeHHbIE HIKOJIBHUKH - AKTUBHBIE 110JIb30BaTEIN HUPPOBOro npocrpancTsa. OQHAKO JalleKo He Bce
3HAIOT, YTO MOJIb30BaHHE MHOTHMH BO3MOXKHOCTAMH IIU(PPOBOTO MUpa TpeOyeT COOMIONEeHNs MpaB Ha
MHTEJUIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMuH "UHTEIUIEKTyalbHAst COOCTBEHHOCTh'" OTHOCHUTCS K Pa3INYHbIM TBOPEHHSIM YEJIOBEYECKOTO yMa,
HaYMHAs C HOBBIX H300pETEHNUH 1 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh Ha MPOAYKTHI U YCIIYTH, H
3aKaH4YMBas KHUTaMU, (poTorpagusMu, KHHOQUIbMAaMHU U MY3bIKaIbHBIMU TPOU3BEICHUSIMH.

ABTOpCKHE TIpaBa - 3TO MpaBa Ha UHTEJIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHUS HAYKHU, JIUTEPATYPHI U
HCKYyCCTBa. ABTOPCKHE TPaBa BHICTYNAIOT B KAUECTBE rapaHTHU TOTO, YTO MHTEIICKTYaIbHBINA/TBOPUECKUI
TPY/Z aBTOpa He Oy[eT HalpacHbIM, JAaCT €My CIpPaBeJIMBbIE BO3SMOKHOCTH 3apaboTaTh Ha pe3yabTaTax CBOEro
TpyZAa, NOJTYYUTh U3BECTHOCTH U Mpu3HaHue. Hukro 6e3 pa3pelnieHus aBTopa He MOXKET BOCIIPOU3BOAUTH €TO
MIPOU3BEJICHUE, PACTIPOCTPAHSTDH, MyOIUYHO JEMOHCTPUPOBATh, IPO/IaBaTh, UMIIOPTUPOBATH, TyCKaTh B
MPOKaT, MyOJIMYHO UCTIONIHSATH, TOKa3bIBaTh/UCIIONHATH B A(Upe Ui pa3meniars B MlHTepHeTe.

Hcnonb3oBanue "mMuparckoro” mporpaMMHOTO 00ECTIEYeHUsT MOKET MPUBECTH K MHOTHM PHCKaM: OT TIOTepH
JAHHBIX K TBOUM aKKayHTaM J10 OJIOKUPOBKHU TBOETO YCTPOWUCTBA, I7I€ YCTAHOBJICHA HeJlerajibHasl IporpamMmma.
He ctout Taxxe 3a0bIBaTh, 4TO CYIIECTBYIOT JIETAJIbHBIE U OECIUIaTHBIE IPOTPaMMbl, KOTOPbIE MOYKHO HAalTH B
CETH.

O nopraJie

CCTCBI/I“IOK.p(b - TBOH INIaBHBIN COBETYHMK B CETH. 3,Z[€CB Thl MOXKCIIb Y3HATH O 0e30MacHOCTH B CETH
IMOHATHBIM U JOCTYIIHBIM fA3BIKOM, a IIPHU BOSHUKHOBCHUU KpHTH‘ICCKOfI CUTyaluu 06paTI/ITBC$I 3a COBETOM. A
TAKXKE IIPUHATH Y4aCTUC B KOHKYpCax U CTaTb CaMbIM I_II/I(prBI)IM Fpa)I(I[aHI/IHOM!



